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Abstract 

Civilian services of Global Navigation Satellite System are threatened by spoofing attacks since it is hard to determine 
the authenticity of a navigation signal with a detailed structure open to the public. Signal authentication effectively 
protects the security of the signal by attaching unforgeable information to one or several elements of the signal. 
Receivers can verify the authenticity of the signal by extracting and validating this information. Developing good 
signal authentication schemes requires understanding possible spoofing modes, signal element specialty, and 
performance evaluation methods. This paper is an overview of navigation signal authentication, where the theories 
and reported approaches are described in detail. A design/performance matrix that demonstrates the advantages 
and defects of the signal element and its authentication design is summarized. Recommendations are proposed to 
improve the robustness, security, efficiency, and implementation hardness for future designs of navigation signal 
authentication.
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Introduction
Civilian Global Navigation Satellite System (GNSS) sig-
nals are broadcasted with a detailed structure open to 
the public and processed passively in receivers. While 
this feature makes satellite navigation an open service 
with unlimited user capacity, it also brings the threats of 
spoofing attacks by allowing the construction of coun-
terfeit signals. One of the main threats of civilian GNSS 
services is spoofing attacks by broadcasting counterfeit 
navigation signals. Victim receivers without detection 
capability will process the counterfeit signals as authen-
tic (Psiaki and Humphreys, 2016). Spoofing attackers 
will manipulate the position and timing outputs of vic-
tim receivers through the forged spreading code phase 
and navigation message in the counterfeit signals. Since 
power grid, financial industries, vehicle autopilots, civil 

aviation, and other civilian infrastructures and life safety 
applications rely on credible position and timing infor-
mation, these spoofing attacks could severely threaten 
their security and robustness. Several examples of spoof-
ing attacks against civilian GNSS services were reported 
in both laboratory and field, such as spoofing against 
commercial off-the-shelf receivers (Humphreys et  al., 
2008), an unplanned dive in an Unmanned Aviation 
Vehicle (UAV) (Kerns et al., 2014), and misleads of yachts 
in the Black Sea (Bhatti and Humphreys, 2017). Hence, 
protecting receivers from spoofing attacks is a significant 
measure to improve the robustness and security of civil-
ian GNSS services.

Spoofing protection aims to detect a spoofing sig-
nal, alert the receiver of a spoofing attack, and maintain 
creditable position and timing fixes as far as possible. 
Spoofing protecting approaches can be categorized as 
cryptographic defenses and non-cryptographic defenses. 
The former may require some modification in signal 
structure or communication links, while the latter does 
not. Non-cryptographic defenses use physical manifesta-
tions such as received power monitoring (Akos, 2012), 
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Direction of Arrival (DOA) (Borio and Gioia, 2016), 
signal polarization (De Wilde et  al., 2018), or Receiver 
Autonomous Integrity Monitoring (RAIM) (Blanch 
et  al., 2010; Wang et  al., 2016) to determine if the pro-
cessing signal is authentic or counterfeit. Cryptographic 
defenses use cryptographic algorithms to conceal part of 
the information in signal generation, which is ready to be 
validated and infeasible to be forged. These two catego-
ries of defenses are both used in detecting different types 
of spoofing attacks, which can be categorized as meacon-
ing, Security Code Estimation And Replay (SCER) (Hum-
phreys, 2013), and synthesizing.

Meaconing attackers use the repeaters to receive and 
retransmit the whole spectrum of authentic signals 
(Coulon et al., 2020). Since all information in meaconing 
attack signals is the same as authentic signals, this type 
of spoofing has the potential to compromise all GNSS 
signals, including encrypted military signals. However, 
there are unignorable delays to authentic signals in mea-
coning signals, which enable receivers to detect this type 
of spoofing and recover the original signal by sensing 
the existence of multiple peaks in correlation results and 
selecting the signal with the most leading phase in the 
spreading code. SCER attackers first receive the authentic 
signals and estimate the unpredictable information, then 
regenerate the counterfeit signal from a manipulated 
message and this unpredictable information (Humphreys, 
2013). Suppose attackers can get reliable estimations 
before the unpredictable symbol finishes broadcasting. In 
that case, it is possible to forge a counterfeit signal with 
accurate unpredictable information and a leading phase 
in the spreading code compared to authentic signals. 
In this case, cryptographic defenses with high estima-
tion difficulty and a short estimation period are needed 
to protect the authentic signals. Synthesizing attackers 
build spoofing signals from the available details of signal 
structure in Interface Control Documents (ICDs) with-
out receiving any original signal. All information in the 
spoofing signal can be manipulated except encrypted 
unpredictable elements. Cryptographic defenses can pro-
vide significantly adequate protection against this type of 
attack.

Several surveys introduced the principles and tech-
nologies in GNSS spoofing and detection (Broumandan 
et al., 2017; Gunther, 2014; Psiaki and Humphreys, 2016, 
2021; Schielin et  al., 2012; Scott, 2013). These works 
mainly concentrate on non-cryptographic defenses 
and only make a general and brief description of cryp-
tographic defenses. Other reviews were written earlier 
(Margaria et al., 2017), and now researchers have devel-
oped new navigation signal authentication schemes 
based on encryption and signal structure. Since signal 
authentication is already under implementation in Global 

Positioning System (GPS) and Galileo navigation satellite 
system (Galileo), it is necessary to understand crypto-
graphic-based authentication approaches in detail. This 
paper makes three principal contributions to navigation 
signal authentication. First, the fundamental theories 
and key performance indicators in authenticable signal 
design are described in detail. The second contribution is 
a survey of reported approaches and implementations of 
navigation signal authentication, described in a moder-
ate detail. Besides, the performance of different authen-
tication implementations is assessed to offer a convenient 
reference for signal designers, based on which recom-
mendations are proposed to improve the robustness, 
security, efficiency, and implementation hardness for 
future designs of navigation signal authentication.

The remainder of this paper consists of three main sec-
tions plus a work summary. In “Navigation signal authen-
tication: theory” section introduces the fundamental 
theories in authenticable signal design and provides its 
Key Performance Indicator (KPI) systems with the meth-
ods to evaluate them. In “Cryptographic-based authen-
tication schemes” section overviews navigation signal 
authentication approaches under implementation or 
consideration. In “Performance comparison and trends” 
section compares authentication approaches in a design/
performance matrix. The parameters of the approaches 
under implementation are chosen by documents pro-
posing them. Other approaches under consideration are 
evaluated with the typical parameters for corresponding 
civilian signals. Besides, several suggestions on the pos-
sible paths for improving performance are proposed. In 
“Conclusion” section summarizes the contributions of 
this paper and gives its conclusions.

Navigation signal authentication: theory
The fundamental theory of cryptographic-based GNSS 
signal authentication is the design and detection of a 
bunch of unpredictable symbols. In order to detect the 
origin of a GNSS signal through authentication schemes, 
unforgeable information is attached to one or several ele-
ments of the authenticable signal. This unforgeable infor-
mation is marked as a security code. There are two critical 
points in the construction of an authenticable GNSS 
signal. One is securing the generation of the security 
code and giving receivers the capability to verify them. 
The other is elaborately selecting the signal elements, 
which will be used to carry the authentication message, 
and designing the methods to attach the authentication 
message for satellites and extract them from the authen-
tic signal for receivers. Besides, performance indica-
tor systems are also important in the design and will be 
introduced in this section to enable the assessment and 
comparison of different authentication approaches.



Page 3 of 18Yuan et al. Satellite Navigation             (2023) 4:6  

Security code: generation and validation
The security code is part of the information carried by 
the navigation signal, which is easy to be validated but 
hard to be forged. The security codes are usually gener-
ated from cryptographic algorithms along with secret 
keys. Receivers will need prior knowledge such as the 
corresponding public keys or the same secret keys to vali-
date these security codes. Cryptographic algorithms used 
to generate the authentication messages can be mainly 
categorized into three types: symmetric cipher, asym-
metric cipher, and cryptographic hash. Each of them has 
features fit for different authentication scenarios.

Symmetric cipher algorithms use the same secret key 
to generate and verify the authentication message. This 
category of algorithms consists of block cipher algo-
rithms (e.g., AES (Daemen and Rijmen, 2002), SM4 
(SAC, 2016b)) and stream cipher algorithms (e.g., A5 
(Jensen and Andersen, 2017), ZUC (Mukherjee et  al., 
2021)). Spreading code used in civilian GNSS signals can 
be regarded as a simple stream cipher (encrypted by lin-
ear feedback shift registers) with an open key. Asymmet-
ric cipher algorithms use secret private keys to generate 
authentication messages and open public keys to verify 
them. Authentication messages generated from these 
algorithms are often called digital signatures since they 
are easy to sign but hard to be forged, like those signa-
tures in real life. Elliptic Curve Digital Signature Algo-
rithm (ECDSA) (Johnson et  al., 2001) and SM2 (SAC, 
2017) are the examples of standard asymmetric algo-
rithms for authentication message generation. Crypto-
graphic hash algorithms are a class of one-way functions 
(e.g., SHA-2 (Dang, 2015), SM3 (SAC, 2016a)) that are 
easy to calculate in the forward direction while infeasible 
to calculate reversely. Since the output of cryptographic 
hash algorithms can be arbitrarily truncated while main-
taining the capability of verification, the bit length of the 
authentication message is flexible and may achieve higher 
efficiency.

To enable receivers to validate the authentication mes-
sage, prior knowledge needs to be transmitted to receiv-
ers through various methods. An ordinary solution is 
establishing an encrypted channel between receivers and 
the distribution center. Then, secret keys are transmit-
ted securely through this channel. Secret keys to gener-
ate encrypted military GNSS signals are distributed by 
this method. Unlike symmetric cipher, digital signatures 
signed by private keys can be validated via public keys. 
The public keys of asymmetric ciphers can be publicly 
unveiled, while the private keys are kept secret. Since 
asymmetric cipher approaches require no secure channel 
to maintain validation capability, they are often used to 
build the fundamental trust infrastructure.

In practice, the symmetric cipher is still required to 
improve efficiency when the secret channel is absent. 
In these scenarios, the secure distribution of secret keys 
to validate symmetric cipher or cryptographic hash 
messages through an open broadcast channel is often 
implemented with the help of delayed disclosure. A prac-
tical approach is Timed Efficient Stream Loss-Tolerant 
Authentication (TESLA) (Perrig et al., 2005), which gen-
erates a chain of secret keys through a one-way function 
such as cryptographic hash algorithms and uses them in 
reversed order. Figure 1 demonstrates the generation and 
the revealing of the chain. In the initiation process, K0 
will be revealed first as the validation root of the proto-
col. Receivers can easily verify the authenticity of the key 
by repeatedly applying a one-way function to this key and 
checking if the result equals the verification root.

Here generation root KN is randomly and secretly cho-
sen as the beginning of the chain. A one-way function 
Fow(x) is applied repeatedly to the root KN to generate 
keys so that the output of the last one-way function is the 
input of the following one-way function. Then, the tail of 
the chain K0 is revealed as the validation root, and other 
keys will be revealed in the opposite order of generation. 
In practice, the authentication message of a segment of 
the navigation signal will be generated through a key 
in the TESLA chain, and this key will be transmitted in 
the navigation signal in the next segment. Receivers can 
validate the key and then validate the signal through this 
TESLA protocol (Becker et al., 2009).

Besides TESLA-liked approaches to distribute prior 
knowledge for authentication capability, key-distribu-
tion-based structures are also used in military or com-
mercial GNSS services. Many group key management 
schemes are capable of the distribution of prior knowl-
edge. These schemes are categorized into three types: 
centralized key management, decentralized group key 
management, and distributed group key management. 
Centralized key management schemes are governed by a 
single or multiple key management centers to distribute 
keys to users. Layered trees are often utilized to simplify 
the complexity and reduce the communication cost of 
these schemes. Logical Key Hierarchy (LKH) (Pande and 
Thool, 2016) is a typical scheme of this category. Decen-
tralized group key management schemes and distributed 

K0 K1 K2 KN-1 KN
…

Generate

Reveal

Fow(K1) Fow(K2) Fow(K3) Fow(KN-1) Fow(KN)

Fig. 1 Generating and revealing order of a typical one-way chain in 
TESLA protocol
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group key management schemes reduce the computa-
tion and communication stress for center management 
by splitting users into different groups or making users 
generate keys through key-agreement algorithms such 
as Elliptic Curve Diffie-Hellman (ECDH) (Mohan Naik 
et al., 2020). In the GNSS scenario, centralized key man-
agement is the most suitable for key distribution. At 
the same time, the commercial service of Galileo Public 
Regulated Service (PRS) develops a centralized key man-
agement scheme for its distribution of spreading code 
keys (Turner et  al., 2015), and the layered structure key 
management is proposed for open service authentication 
(Caparra et al., 2017).

When prior knowledge is successfully distributed, 
authentication messages can be derived or validated by 
cryptographic algorithms through these keys. Authen-
tication messages derived through symmetric cipher or 
cryptographic hash are often called Message Authentica-
tion Codes (MACs), while others derived from asymmet-
ric cipher are often called Digital Signatures (DSs).

Signal elements for authentication
Signal elements for authentication are the features of 
navigation signals that can carry authentication messages 
and be extracted by receivers using various approaches. 
A typical navigation signal set with the homologous clock 
in a Direct Sequence Spread Spectrum (DSSS) system 
can be modeled as Equation:

where j =
√
−1 is the imaginary unit, Nc is the number of 

GNSS signal components in the set, Pi(t) is signal power, 
Di(t) is the ±1 navigation message, Ci(t) is the ±1 spread-
ing code, f iSub(t) is the subcarrier whose period’s integer 
multiple equals to the chip width of the spreading code, 
fi(t) is the carrier frequency and ϕi(t) is the phase of 
carrier.

Signal power Pi(t) is mainly extracted through the 
Automatic Gain Control (AGC) module in the Radio Fre-
quency (RF) front-end or C/N0 estimation in the signal 
tracking loop. Besides, a fast but less robust extraction 
can also be done by observing the correlation value in the 
tracking loop. Authentication messages can be carried in 
the absolute or relative fluctuation in signal amplitude. 
Since the received signal power is relatively weak (such 
as -159 dB·W in B1C (SAC, 2020)), additional measures 
may be made to acquire a precise power estimation.

Navigation message Di(t) is extracted in a tracking 
loop and acquired through the demodulation and decode 
process. With the help of a low message rate (e.g., 100 

(1)

s(t) =
Nc
∑

i=1

√

Pi(t)Di(t)Ci(t)f
i
Sub(t) exp j[2πfi(t)+ ϕi(t)]

Symbols Per Second (SPS) with 1/2 encoding in B1C 
(SAC, 2020)), the extraction precision of navigation mes-
sage is relatively high, providing an advantage of robust-
ness. However, since attackers will also have a relatively 
long estimation time window, this low rate of the unpre-
dictable symbol also brings the threat of the SCER attack.

Spreading code Ci(t) is mainly extracted through acqui-
sition, pull-in, and tracking loops through code cor-
relation. The results of extraction are often indicated in 
correlation power or hypothesis testing of the existence 
of a specific code serial. Security codes can be carried in 
spreading code by modifying the chips of periodical civil-
ian spreading codes. The spreading code benefits from 
the high symbol rate of spreading codes and the relatively 
low power of navigation signals. It is difficult for attack-
ers to construct SCER attacks against the security codes 
carried by spreading codes. However, at the same time, 
this feature also makes it difficult for authenticated users 
to demodulate the spreading code sequence directly. It 
needs to be indirectly observed through correlation oper-
ations, which sometimes brings about the need for key 
management and increases the complexity of the authen-
tication scheme.

Subcarrier f iSub(t) exists in split spectrum modulation 
such as Binary Offset Carrier (BOC) modulation and 
can be extracted by spectrum domain analysis or subcar-
rier tracking loop. As an element for authentication, the 
subcarrier has the features similar to spreading code and 
carrier.

Carrier frequency fi(t) and carrier phase ϕi(t) are both 
extracted through pull-in or tracking process. Since the 
dynamic of receivers along with the security code also 
influences these two elements, further processes may 
be used to achieve a precise extraction. Another design 
point needs intention in utilizing carrier frequency and 
phase as authentication elements. A random bias may 
be introduced into the velocity measurement based on 
Doppler frequency observation because of the presence 
of security code modulated onto the frequency. Gen-
erally, to ensure the signal’s consistency, if the security 
code impacts the carrier frequency, this impact will be 
transmitted to the relevant signal elements, such as the 
spreading code rate and the message rate. Considering 
the significant difference in the carrier frequency and the 
spreading code rate, the change in the spreading code 
rate and the message rate is usually tiny for the slight dis-
turbance of the carrier frequency.

Signal time t can also be an element in constructing 
authentication, such as the Selective Availability (SA) 
technique (Swider et al., 2000) in past GPS. By introduc-
ing a tiny jitter in the clock frequency of the satellite, all 
elements in the GNSS signals will be influenced. If the 
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influence can be detected and authenticated, then the 
authenticity of the GNSS signal can be checked.

Authentication detection
There are two levels of the detection of navigation signal 
authentication: presence detection and authenticity vali-
dation. Presence detection is detecting whether the secu-
rity code or the features carrying the security code are 
present in the GNSS signal’s target elements. Authentic-
ity validation requires the demodulation and extraction 
of the security code. Furthermore, it validates whether 
the cryptographic consistency is satisfied with the trust 
foundation.

Navigation Message Authentication (NMA) and 
Spreading Code Authentication (SCA) are different 
authentication schemes, and different terms are used to 
describe their authentication processes. The SCA sce-
nario has a presence detection. However, the NMA sce-
nario has an authenticity validation. The mainstream 
signal authentication methods use these two authenti-
cation processes, which can be called the authentication 
detection process.

Presence detection
The fundamental structure of the presence detection is 
the detector fd

(

r(n),Kp

)

 designed for the signal elements 
involved in the authentication. This detector is a function 
with received samples r(n) and prior knowledge Kp as 
input and detection observation as output. The authen-
tication detection framework can be constructed through 
the detection theory since the probability density distri-
bution of detector output differs when the security is pre-
sent and absent.

Generally, the GNSS signal can be modeled as a com-
bination of the predictable part without security code 
influence and the unpredictable part containing the secu-
rity code, demonstrated as Eq. (2):

where sp(t) is the predictable part and su(t) is the unpre-
dictable part. F(s1, s2) is a combination function that 
assembles two signals. In most cases this combination is 
a summation. The detection problem of the unpredict-
able part is generally regarded as a choice between two 
hypotheses, H0 and H1 , in processing noise-containing 
signals. Hypothesis H0 means that the unpredictable part 
does not exist. Hypothesis H1 indicates the presence of 
unpredictable parts. This model can be expressed in 
Eq. (3):

(2)s(t) = F
(

sp(t), su(t)
)

(3)

{

H0 : s(t) = F
(

sp(t), s̃u(t)
)

+ n(t)

H1 : s(t) = F
(

sp(t), su(t)
)

+ n(t)

where n(t) is the additive white Gaussian noise, and 
s̃u(t) is the counterfeit unpredictable part generated by 
attackers or noise. The detector outputs under the two 
hypotheses will lead to two different probability density 
distributions p

(

fd
(

s(n),Kp

)

|H0

)

 and p
(

fd
(

s(n),Kp

)

|H1

)

 . 
While a reasonable prior probability and hypothesis test-
ing threshold is selected, signal authentication detection 
can be implemented under the condition of determining 
the false alarm probability.

Taking spreading code carried security code as an 
example, the typical authentication detector is the 
matched filter correlator fd(s(n), sl(n)) =

∑

sl(n)s(n) 
(Laurenti and Poltronieri, 2020). Here sl(n) is the local 
authenticable replica for the signal to process the authen-
tication. The probability density distribution of the detec-
tor output under the presence and absence of the security 
code modified spreading code can be represented as 
Eq. (4):

where Ps is the signal power, and σ 2
n = kT/Tcoh is the 

noise power with k being the Boltzmann constant and 
T the temperature of the noise, and Tcoh the coherent 
accumulation time of the correlator. The Eq.  (4) is the 
different probability density distribution of the detection 
value. If the authenticable element does not present, the 
detection value will be a noise distribution whose mean 
value is zero. If the unpredictable authenticable elements 
exist, the detection value will be a normal distribution 
with a non-zero mean value. In this scenario, the mean 
value of the distribution is related to the power of these 
unpredictable authenticable elements.

According to the model discussed above, the constant 
false alarm detection threshold T (PFA) of signal authenti-
cation detection can be represented as Eq. (5):

where Q(x) is the right-tailed function of the standard 
normal distribution and can be represented as Eq.  (6). 
The noise power can be estimated in the noise branch of 
the tracking loop.

Authenticity validation
The fundamental structure of authenticity validation is 
an extractor fe

(

r(n),Kp

)

 designed to extract the secu-
rity code carried by elements of the GNSS signal. This 

(4)











p
�

fd(s(n), sl(n))|H0

�

∼ N
�

0, σ 2
n

�

p
�

fd(s(n), sl(n))|H1

�

∼ N
�

�

Ps, σ
2
n

�

(5)T (PFA) = σnQ(PFA)

(6)Q(x) =
∫ +∞

x

1√
2π

exp

(

−1

2
t2
)

dt
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detector is a function with received samples r(n) and 
prior knowledge Kp as input and the security code esti-
mation û(n) as output. The process of authenticity vali-
dation is a process of cryptographic validation. It can be 
encryption or decryption of a symmetric cipher, valida-
tion of an asymmetric digital signature, or verification of 
consistency in hash calculation. Various forms have dif-
ferent characteristics and fit different scenarios.

The decryption of symmetric ciphers is often used to 
communicate while authenticating the signal. By check-
ing the legality of the format of the decryption result 
information, the receiver can verify the origin of the 
security code. The decrypted information can transmit 
certain information, such as prior knowledge or other 
auxiliary information for the next authentication. Con-
strained by the block length, symmetric cipher decryp-
tion, especially the authenticity validation using block 
cipher decryption, usually has specific requirements on 
the length of the security code.

Verifying digital signatures is often used to establish 
the fundamental trust for signal authentication. Because 
of the low complexity of public key distribution in asym-
metric cryptography, most receivers can access the prior 
knowledge of verifying digital signatures. This feature 
enables asymmetric cryptography represented by digital 
signatures to reduce the complexity of establishing sig-
nal authentication trust. Constrained by the algorithm 
design and the choice of the underlying mathematical 
complex problem, the length of a digital signature is usu-
ally strictly limited. This feature also makes authenticity 
validation using digital signatures require a security code 
of strictly limited length.

Checking hash consistency is the most flexible method 
for authenticity validation and mainly used to confirm 
whether the source of the security code is authentic. 
Since the hash result can be arbitrarily truncated without 
affecting its one-way and random characteristics, choos-
ing the truncated cryptographic hash output as the secu-
rity code can achieve more flexible and efficient signal 
authentication.

Performance evaluation and key indicators
There are four main aspects of performance in the navi-
gation signal authentication scheme. Robustness assesses 
the possibility that the receiver can precisely detect the 
spoofing signal. Security assesses the probability and the 
difficulty for an attacker to compromise the authentica-
tion scheme. Efficiency assesses how often a receiver can 
perform signal authentication. Cost assesses the imple-
mentation costs of receivers, GNSS constellation, and 
other systems of the signal authentication scheme.

Robustness
The robustness is mainly evaluated through the authen-
tication detection probability PD under the condition of 
constant missing alarms (Fernandez-Hernandez, 2015). 
It is the probability to correctly detect the authentica-
tion symbols when the possibility of spoofing detecting 
is fixed. The higher the probability, the more reliable the 
authentication scheme can detect whether the signal is 
spoofed. In practice, robustness is described by the indi-
cator PD(C/N0,PFA) . It is under C/N0 of carrier to noise 
ratio and a fixed possibility PFA to missing detection of 
signal without any authentication structure, evaluating 
the possibility of authentic signal passing the authentica-
tion scheme.

The indicator PD(C/N0,PFA) consists of two parts that 
can be represented as Eq. (7):

where Pdetection is the detection probability of presence 
detection, and Pvalidation is the correct probability of 
authenticity validation, which is relevant to the Bit Error 
Rate (BER) of the security code extraction. Since crypto-
graphic algorithms have an avalanche effect in bit chang-
ing, a one-bit error could fail the authenticity validation. 
Thus, the correct probability of authenticity validation 
can be demonstrated as Eq. (8):

where dBER is the bit error rate of the security code 
extraction, and Lsec is the bit number of the security code 
involved in a single authentication.

Security
The security of navigation signal authentication mainly 
assesses whether it can maintain the authentication capa-
bility under cryptographic analysis attacks and SCER 
attacks. Spoofing attacks against satellite navigation 
are generally carried out by transmitting fake naviga-
tion signals to a target receiver. Since the authenticable 
signal contains the security code that the attacker can-
not predict or generate independently, it is infeasible to 
generate a fake signal based on the signal interface docu-
mentation. Divided by the generation method of spoofing 
signals, the spoofing attacks against authenticable naviga-
tion signals mainly include cryptographic analysis attacks 
and SCER attacks.

Since the security codes are unpredictable, spoofing 
attackers cannot directly generate counterfeit signals. 
However, suppose the spoofing attacker can construct 
a predictor to predict the security code from past signal 
observations. In that case, the spoofing attacker will be 
able to forge a counterfeit replica of the authenticable 

(7)PD(C/N0,PFA) = Pdetection × Pvalidation

(8)Pvalidation = (1− dBER)
Lsec
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signal. This attack method is called a cryptographic anal-
ysis attack. Security under a cryptographic analysis attack 
mainly evaluates the hardness for attackers to perform a 
cryptographic analysis attack. This performance indica-
tor is described by effective key length Lek , which means 
the calculation complexity is approximately O

(

2Lek
)

 for 
attackers to perform a cryptographic analysis attack. It 
is a prerequisite that the computational complexity of 
an attacker can be assessed in this way. This presupposes 
that the cryptographic algorithm used by the authentica-
tion method is ideal. That is, the cryptographic algorithm 
can map each key bit to the degree of uncertainty of the 
signal. With the development of quantum computing, 
traditional asymmetric cryptographic algorithms that 
rely on difficult mathematic problems such as large inte-
ger decomposition will face a great challenge. However, 
the choice of a cryptographic algorithm can be largely 
decoupled from the design of specific signaling regimes. 
Therefore, when evaluating the security performance of 
signal authentication, the key length and the security of 
the selected algorithm can be considered separately.

In addition to the security of the key length and cryp-
tographic algorithms, the signal authentication algorithm 
using the symmetric cryptosystems also needs to con-
sider the security of key distribution and updates. Signal 
authentication methods using asymmetric cryptosys-
tems need to focus on credibly distributing public keys 
to users.

The SCER attack is an advanced method specially 
designed for navigation signals with authentication 
capability. Suppose the navigation signal authentication 
scheme is not designed safely. In that case, its authen-
tication feature may be bypassed by the SCER attack 
so that the authentication scheme can no longer pro-
tect the authenticity of the signal. The receiver can no 
longer determine whether the signal’s source is authentic 
through the authentication process. When constructing 
an SCER attack, the attacker first receives and tracks the 
authentic GNSS signal, i.e., the target signal. Then, the 
attacker regards the authentication symbols as the infor-
mation carried in the signal. An estimator is set up to 
estimate these authentication symbols. Finally, the esti-
mation result is utilized to reassemble the spoofed signal 
(Humphreys, 2013).

Unlike spoofing attacks through signal re-transmission, 
SCER attacks can forge a negative latency (Zhang and 
Papadimitratos, 2019). Its construction method is first to 
estimate the unpredictable symbol within the time width, 
filling the corresponding position in the spoofing signal 
with random information before finishing the estimation 
process. After the SCER estimator completes the symbol 
estimation, the SCER attacker fills the rest position with 
the estimated symbol until the end of that symbol and 

raises the power of the spoofing signal. This method of 
falsifying the signal phase relies on enough time width of 
unpredictable symbol width. The larger the symbol width 
is, the greater the accuracy of the estimation and the tem-
poral freedom of the phase forgery will be.

This type of attack will pose a significant threat to the 
authentication signal. Suppose no additional detection 
methods are used to detect the SCER attack. In that case, 
it is necessary to reduce the width of the unpredictable 
symbol in the authentication signal as much as possible. 
The security of preventing SCER attacks is mainly evalu-
ated by three indicators: the Maximum Predictable Time 
(MPT), the Unpredictable Symbol Rate (USR), and the 
Unpredictable Symbol Width (USW). MPT is the maxi-
mum time of signal segments without security code cov-
ering. Spoofing attackers can easily forge spoofing signals 
during this time since it is predictable. USR is the aver-
age symbol rate of security code, indicating the frequency 
and complexity for attackers to estimate the unpredicta-
ble symbols in the authenticable signal. USW is the width 
of a single unpredictable security symbol, which is the 
maximum time for attackers to estimate it. The smaller 
the USW is, the more unlikely the attackers can get a reli-
able estimation.

The type of attack against SCA is usually a direct 
retransmission of authentic signals. There is an irrevoca-
ble feature of signal retransmission: spoofed signals have 
an indispensable delay relative to authentic signals. The 
receiver’s trusted acceptance strategy for SCA signals is 
as follows. First, confirm that the authentic signal may 
be received in the current signal environment through 
power detection or other means. Then, search and 
track all navigation signals that meet the conditions and 
authenticate them one by one. Finally, process the signal 
that is most advanced in phase and can pass the signal 
authentication as an authentic signal. This whole set of 
strategies is based on the receiver’s ability to authen-
ticate navigation signals, and retransmission spoofing 
attack signals are implemented with a delay relative to the 
authentic signal.

Efficiency
The efficiency of an authentication scheme is assessed 
mainly through the Time to the First Authenticated Fix 
(TTFAF) or the Time Between Authentications (TBA) 
(Fernandez-Hernandez, 2015). TTFAF means the time 
it takes for the receiver to calculate from the first time it 
tracks the signal until it obtains the positioning output 
under the trusted signal authentication result. This time 
determines how long the receiver needs to operate with-
out signal authentication. That is, how long the receiver 
needs to output results without being able to determine 
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the authenticity of the positioning results. TBA means 
that the interval between two adjacent signal authentica-
tions of the receiver which cannot confirm the trustwor-
thiness of the signal in real-time. If this is too long, the 
receiver may be affected by a towed spoofing attack that 
outputs incorrect positioning results between authenti-
cations. Sometimes, TTFAF and TBA can also indicate 
the latency of signal authentication. That is, this com-
pleted authentication is responsible for the time the sig-
nal authenticity has lasted.

Generally, if the authentication process is distributed 
evenly and every authentication attempt takes the same 
time, tTTFAF will be 0.5 times the tTBA plus an average 
TBA time tTBA . This phenomenon occurs because the 
receiver tracks the signal randomly so that the authen-
tication structure may pass half the time. Hence, the 
receiver has to wait for the following authentication 
structure to start a new authentication process. Then 
the process has a specific possibility to pass successfully, 
which is the average TBA. Thus, the relationship between 
tTTFAF and tTBA is defined by Eq. (9).

However, if a unique receiving process is demanded 
to authenticate the signal for the first time, tTTFAF may 
become longer. Suppose the time length of the signal 
structure of these processes demanded to authenti-
cate the signal for the first time is TA,0 , considering the 
receiver will also track at a random point. In that case, 
the tTTFAF will be 0.5 times of TA,0 plus an average TA,0 
time.

Here the relationship between tTBA and tTBA is defined 
by Eq. (10).

The rate and the total length of the security code will 
directly affect the tTBA and determine the tTTFAF.

Cost
Cost mainly evaluates three aspects of performance: 
performance deterioration of receivers compared with 
no authentication signal, communication overhead, 
and calculation and storage complexity of receivers and 
satellites.

The insertion of the security code may influence the 
navigation message, spreading code, or other elements of 
the original GNSS signal, which may cause a deteriora-
tion in service performance. This deterioration in service 
performance can often be described by indicator LC/N0 , 
which is the equivalent loss in signal C/N0 . The commu-
nication overhead is applicable when the authentication 

(9)tTTFAF = tTBA

2
+ tTBA

(10)tTBA = tTBA

PD

scheme requires an additional communication link. This 
overhead can be described by indicators Rs and Ru . Here 
Rs is the required communication bit rate for authentica-
tion servers, and Ru is the required communication bit 
rate for authentication users. Calculation and storage 
complexity described by maximum calculation complex-
ity Ncal and maximum storage requirement Nstorage indi-
cates the hardness of implementing the scheme.

For the overhead of updating keys and managing them, 
most signal authentication methods use navigation mes-
sages, public documents, or data communications. These 
costs can often be combined into the loss of navigation 
message transmission rate or the cost of communication 
link capability.

Table of Key Performance Indicators (KPIs)
The table of KPIs in an authentication scheme is summa-
rized in Table 1.

Cryptographic‑based authentication schemes
Reported authentication schemes mainly use naviga-
tion messages and spreading code as signal elements 
for authentication. The schemes that use navigation 
messages are categorized as NMA, and schemes that 
use spreading code are categorized as SCA.

Navigation Message Authentication
MA schemes use navigation messages as the vital ele-
ment to authenticate signals. Receivers authenticate 

Table 1 The table below summarizes the description of 
indicators to evaluate the performance of an authentication 
approach

*tTTFAF is modified to Time to the First Authenticated Channel (TTFAC) to indicate 
the time required to track the first authentic signal

Domain Indicator Description

Robustness PD Detection probability

PFA Missing detection probability 
(fixed design parameter)

Security Lek Effective key length

MPT Maximum predictable time

USR Unpredictable symbol rate

USW Unpredictable symbol width

Efficiency tTTFAF Time to the first authenticated fix*

tTBA Time between authentications

Cost LC/N0 Equivalent loss in signal C/N0

Rs Server communication rate

Ru User communication rate

Ncal,s Satellite calculation complexity

Ncal,r Receiver calculation complexity

Nstorage,s Satellite storage requirement

Nstorage,r Receiver storage requirement



Page 9 of 18Yuan et al. Satellite Navigation             (2023) 4:6  

the received signal by demodulating and decoding the 
navigation message and verifying its authenticity. This 
authentication is performed through the information 
attached to the navigation message or assisting messages 
transmitted from third-party sources such as satellite 
or ground-based augment systems, e.g. Satellite-Based 
Augmentation System (SBAS) or Ground-Based Aug-
mentation Systems (GBAS). This information is typically 
generated through cryptosystems. Receivers can verify 
the authenticity of the received signal by validating the 
cryptographically generated security code.

Most schemes of NMA authenticate the naviga-
tion message itself. A typical NMA scheme jointly uses 
TESLA protocol and asymmetric cipher to build a trust 
system anchored to a revealed public key. The structure 
of the NMA reinforced navigation message can be dem-
onstrated in Fig. 2.

Open Service Navigation Message Authentication for Galileo
Among all the NMA schemes, the Open Service Navi-
gation Message Authentication (OSNMA) proposed for 
Galileo is the most famous and successful. In 2010, an 
initial analysis was made by De Castro et  al. (2010) to 
introduce the possibility and added value of authenti-
cation in the navigation message of Galileo. Later, Her-
nandez et  al. (2014) further explains the design drivers, 
scheme consideration, and robustness assessment of the 
OSNMA especially giving a set of performance indicators 
for NMA schemes. Curran and Paonni (2014) focused on 
the data burden and concluded that the increased data 
extraction burden is not significant and does not consti-
tute a significant impediment to the typical users. This 
research ensures that the OSNMA is a low-cost scheme 
suitable for fast implementation.

In 2015 and 2016, the OSNMA was formally proposed 
to Galileo as a potential scheme to build its authentica-
tion capability (Fernandez-Hernandez et al., 2016; Walker 
et al., 2015). In this proposed version, the baseline design 

of OSNMA is described in detail. The OSNMA obtains 
authentication capability by adding authentication infor-
mation based on symmetric and asymmetric ciphers in 
the reserved area of the signal navigation message. The 
symmetric cipher is the MAC calculated from the navi-
gation message and the key in a TESLA chain. The asym-
metric part is a replica and the digital signature of the 
verification root of the TESLA chain. Then, this informa-
tion is packed into the frame structure of the navigation 
message in E1OS of Galileo. Receivers can authenticate 
the navigation message through these ciphers and digital 
signatures.

After that, OSNMA also has undergone several rounds 
of revisions and adjustments. The security issues and 
the proper length of MAC selection were analyzed for 
the OSNMA in 2016 (Caparra et  al., 2016; Fernandez-
Hernandez et  al., 2021a, 2021b). In 2017, the structure 
of authenticable navigation message is evaluated, and 
Authentication Error Rate (AER) is analyzed to propose 
a Forward Error Correction (FEC) scheme (E. Gkougkas 
et  al., 2017a, 2017b). Later in 2018, I. Fernandez-Her-
nandez et  al., (2018a, 2018b) introduced the developing 
program and the policy perspective of the OSNMA. Her-
nandez et al. (2019) focuses on the authentication of the 
public keys and renewal and revocation of all keys.

In the implementation of OSNMA, Margaria et  al. 
(2016) demonstrated the OSNMA in both a commer-
cial GPS receiver and a modified software receiver. Sarto 
et  al. (2017) reported the implementation and testing 
progress of OSNMA for Galileo till 2017. Motella et  al. 
(2020) proposed a real-time OSNMA-ready software 
receiver that includes a detailed set-up and running 
demonstration. Later the scheme is implemented in the 
Galileo based Timing Receiver for Increasing Critical 
Infrastructures Resilience (GIANO) receivers (Catalano 
et  al., 2020). Improved from an initial analysis in 2019 
(Simon Cancela et al., 2019a, 2019b; Cancela et al., 2019a, 
2019b), M. T. Gamba et al., (2020a, 2020b) built OSNMA 
in an ARM-based embedded platform and analyzed the 
computational load of OSNMA under real-time proces-
sor load meaning (Gamba et al., 2021). The analysis finds 
that the functionality that exhibits the worst degradation 
is the digital signature verification. Cucchi et  al. (2021) 
assessed the OSNMA under various scenarios through 
a software-defined receiver. In 2021, the OSNMA came 
into the preparation phase (Gotzelmann et al., 2021), and 
drivers for future service provision are reported. In 2022, 
the OSNMA has entered the public observation phase 
(Nicola et  al., 2022) and will be ready to begin service 
formally.

Further research has been conducted to optimize the 
efficiency and security of Galileo OSNMA. Manandhar 
and Shibasaki (2018) studies to utilize the Quasi-Zenith 

Navigation 
message
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I n+m
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Navigation 
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MAC n+1
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K n+2
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Fig. 2 Message in typical NMA schemes consists of navigation 
messages, Message Authentication Codes (MACs) InMAC , keys in a 
delayed-disclosure one-way chain, and root information. Root page 
I
n

Root page consists of a verification root to verify keys and a digital 
signature to verify the verification root
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Satellite System (QZSS) to transmit the authenticated 
navigation message of Galileo to improve efficiency. 
Marucco et al. (2020) describes the Galileo-based trusted 
applications for health and sustainability (GOEASY) 
project, which jointly utilizes the OSNMA and the extra 
e-security features built additionally. O’Driscoll and Fer-
nandez-Hernandez (2020) help the receiver to re-encode 
the navigation message into symbols and compare the 
symbol error rates to avoid the forward estimation attack 
(Curran and O’Driscoll, 2016). Gallardo and Yuste (2020) 
analyzed the model of SCER spoofing attacks on the 
OSNMA and proposed a machine learning technique for 
its detection.

NMA proposed for GPS
The NMA schemes are also proposed for GPS. Wesson 
et  al. (2011) proposed the NMA-based cryptographic 
authentication for GPS. In the study, authentication 
methods, as well as approaches to detect SCER attacks, 
are analyzed. Later in 2012, more details are added to the 
initial design with algorithm selection and performance 
evaluation (Wesson et al., 2012). Recently, Ghorbani et al. 
(2020) evaluated the feasibility and proposed an NMA 
scheme for GPS L1C and L1C/A navigation messages. 
The scheme is also based on TESLA and digital signature 
structure similar to the OSNMA.

The NMA scheme designed for GPS in the above 
research combines symmetric and asymmetric cryptog-
raphy. The scheme uses the symmetric key driven by the 
TESLA protocol to calculate the MAC of the navigation 
message and uses the digital signature to asymmetrically 
authenticate the verification root of the TESLA chain and 
the wide-area navigation message.

In recent years, Chu et  al. (2022) proposed an NMA 
scheme for GPS utilizing a chameleon hash keychain, 
similar to TESLA but with fewer synchronization 
requirements.

NMA proposed for BDS
Recently, the NMA scheme was proposed for BeiDou 
Navigation Satellite System (BDS) to authenticate its 
navigation message. Yuan et  al. (2017) proposed an 
NMA scheme similar to the OSNMA for Beidou civil-
ian signals. In the research, reserved bits in the naviga-
tion signal of the BDS civilian signal are counted, and the 
feasibility of installing an OSNMA-liked authentication 
scheme is analyzed. Wu et al. (2020) proposed an NMA 
scheme using SM cryptographic algorithm (SAC, 2016b, 
2017) series for BeiDou-2 Navigation Satellite System 
(BDS-2), which is also a MAC and digital signature com-
bined structure.

NMA proposed for other systems
The NMA scheme is also proposed for other systems, 
such as SBASs. Chiara et  al. (2017) and Ignacio Fer-
nandez-Hernandez et  al., (2018a, 2018b) studied the 
drivers and the consideration aspects of SBAS authenti-
cation for European Geostationary Navigation Overlay 
Service (EGNOS). The performance of the schemes of 
OSNMA used in the SBAS authentication is also evalu-
ated. Cogdell and Reddan (2018) proposed an NMA 
scheme designed for the Dual Frequency Multi-Constel-
lation (DFMC) SBAS in Australia and New Zealand. The 
research demonstrates the viability of a single-message 
authentication approach using the DFMC SBAS L5-Q 
channel. Tosato et al. (2021) studied the concepts of mes-
sage authentication in future SBAS services, conclud-
ing that the solutions broadcast in the Q channel are of 
advantage and suitable for implementation. Walter et al. 
(2021) and Wullems et al. (2021) also proposed a candi-
date scheme for DFMC SBAS service and analyzed its 
future performance for the EGNOS and the Wide Area 
Augmentation System (WAAS). Furthermore, Hirokawa 
and Fujita (2019) and Fernandez-Hernandez et  al. 
(2021b) discussed the same NMA structure utilized in 
Precise Point Positioning (PPP) or PPP-Real-Time Kin-
ematic (RTK).

Besides authenticating the SBAS service, the SBAS ser-
vice can also provide NMA capability for GNSS civilian 
signals. Dalla Chiara et  al. (2016) and Manandhar and 
Shibasaki (2017) discussed the concept and proposed an 
NMA scheme assisted by QZSS L1S augmenting signal. 
Walter et al. (2021) proposed an SBAS message scheme 
to support the NMA for GNSS signals, ensuring rigor-
ous user protection by guaranteeing that unauthenticated 
data is discarded and cannot harm the user.

The advantage of NMA is that the changes to the navi-
gation signal are small, and the implementation cost of 
receivers and satellites is also tiny. However, limited by 
the low symbol rate of navigation messages, the security 
of NMA under SCER attack is poor. Also, due to the limi-
tation of symbol rate and the bit length of cryptographic 
information, it is not easy to improve the upper limit of 
authentication efficiency of NMA.

Spreading code authentication
SCA approaches use spreading code to verify the authen-
ticity of GNSS signals. The most famous SCA scheme is 
the chip-message robust authentication (Chimera) pro-
posed for GPS. The Chimera utilizes both NMA and 
SCA, while the SCA part is vital.
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Chip‑message robust authentication for GPS
Firstly introduced as a concept in 2014 (Scott, 2014), the 
Chimera scheme was proposed in 2017 (Anderson et al., 
2017) to jointly utilize NMA and SCA for GPS L1C signal 
authentication. The Chimera pseudo-randomly inserts a 
series of encrypted spreading codes to the signal’s spread-
ing code. The authentication receiver locally generates 
the signal’s spreading code by obtaining the position and 
code sequence of these encrypted spreading codes from 
the navigation message or the additional communication 
link. The signal structure of the Chimera scheme is dem-
onstrated in Fig. 3.

There are two authentication channels in the Chimera 
scheme of GPS, the slow channel and the fast channel. 
The slow channel authentication uses only the naviga-
tion signal itself. The slow channel authentication veri-
fies the navigation message with the digital signature 
attached to the navigation message and uses this digital 
signature to generate the sequence and insertion position 
of the slow channel markers in the spreading code. The 
fast channel authentication uses a communication link 
to receive the prior knowledge required for authentica-
tion. After the key required for authentication is received 
from the communication link, it uses this key to gener-
ate the sequence and insertion position of the fast chan-
nel markers in the spreading code. Whether it is a fast 
channel or a slow channel, the basic authentication pro-
cess of its SCA is to perform correlation and existence 
verification on the flag sequence in the spreading code. 
The Chimera scheme combines the NMA and the SCA 
to achieve a time binding that enhances the security of 
the authentication scheme. The security features (i.e., the 
time-binding scheme) are analyzed in (Poltronieri et al., 
2018), concluding that the hardness of performing a col-
lision attack is very close to an attack against the uniform 
model.

In the system-level implementation, the Chimera 
scheme has been tested in the experimental satellite 
Navigation Technology Satellite—3 (NTS-3) since 2021 
(Hinks et al., 2021). Nicola et al. (2020) assessed the per-
formance of the Chimera scheme both in theoretical 
metrics and actual implementation inside the receiver. 
Micaela Troglia Gamba et al., (2020a, 2020b) developed 
a software model of Chimera and demonstrated its com-
patibility with Chimera. Nicola et al. (2021) built a soft-
ware receiver with the Chimera scheme to demonstrate 
the scheme and analyzed its performance. Mina et  al. 
(2021) utilized stochastic reachability analysis to achieve 
a continuous GPS authentication with the Chimera 
scheme.

Further research utilized Chimera-based structures in 
other systems. Jia et al. (2021) briefed the GNSS authenti-
cation technology and proposed a Chimera-liked scheme 
for BDS civilian signals. Motella et  al. (2021) combined 
the Chimera and the OSNMA to achieve a more robust 
authentication. Wang et al. (2022) studied the marker dis-
tributions applied to the BDS B1C signal and concluded 
that the greater the markers’ dispersion, the higher the 
collision probability will be in a segment. Besides, the 
correlation performance is little affected by the disper-
sion of markers.

SCA via military spreading code
Since military signals have an in-built authentication 
capability, military spreading code is a proper material to 
authenticate civilian GNSS signals (Bertran et  al., 2005; 
Hein and Avila-Rodriguez, 2005; Rugamer et al., 2014a). 
Encryption, while preventing unauthorized use, also 
gives signals the feature that they cannot be repudiated. 
Because an attacker without the key will be unable to 
decrypt or receive military signals and generate a coun-
terfeit military signal, this non-replicable feature is what 
signal authentication requires. Multiple schemes use the 
military spreading code to achieve civilian GNSS signal 
authentication. In order to solve the problem of distrib-
uting the prior knowledge for authentication (i.e., the 
military spreading code segments or material to derive 
the military spreading code), communication links are 
utilized.

The exploring PRS low-end receivers (EXPLOR-
ERS) program (Turner et  al., 2015) is a spreading code 
authentication proposed for Galileo open service via 
spreading code of Galileo PRS. It is a communication-
assisted authentication system, including two services, 
called PRS/Open Service Positioning and Authentica-
tion (PROSPA) (Turner et al., 2013) and National Space 
Technology Program (NSTP) Aspire project (ASPIRE) 
(Rugamer et  al., 2016, 2020; Turner et  al., 2015). The 
PROSPA sends Galileo PRS spreading code segments to 

Navigation message

Digital signature

Spreading code

Markers of the
slow channel 

Markers of the
fast channel 

Authentication
key 

Communication
link 

The authentication epoch (i.e., a single digital signature)

Fig. 3 The NMA of the Chimera scheme is constructed through the 
digital signature of the navigation message. The SCA is achieved by 
inserting markers into the civilian spreading code. The yellow blocks 
in the figure above indicate the authentication of the slow channel, 
while the blue blocks indicate the fast channel
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the receiver. The receiver authenticates the signal by per-
forming a correlation between the received signal and 
those spreading code segments at the corresponding time 
to detect the existence of the PRS spreading code. Since 
the PRS spreading code is cryptographically generated 
and only for authorized use, the service either broadcasts 
past spreading codes for delayed authentication or is 
only available to authorized users such as military users. 
The ASPIRE receives signal samples from the receiver to 
perform a spoofing detection through local PRS spread-
ing code and then sends the results back to the receiver 
(Rugamer et al., 2014b). Since this service needs to pro-
cess the data of each user individually, its service capacity 
is limited by communication and computing resources.

GPS uses the P(Y) code military signal in the quadra-
ture phase with the C/A code civilian signal to construct 
the communication-assisted authentication (O’Hanlon 
et al., 2013; Psiaki et al., 2013). The trusted receiver in the 
service center first receives and tracks the civilian L1C/A 
signal and then sends the baseband sample of the quadra-
ture branch (including P(Y) code samples) of the signal to 
the user. This sample is correlated with the received sig-
nal to detect whether there is a P(Y) code signal with the 
corresponding phase, thereby authenticating the signal. 
Since the P(Y) signal sample sent by the service center 
contains noise, authentication detection performance 
will deteriorate compared to the EXPLORERS designed 
for Galileo. Furthermore, Heng et  al. (2014) discussed 
the method to maintain the authentication capability 
when the reference receiver is unreliable, proposing an 
improved validating algorithm. Bhamidipati et al. (2018) 
presented a practical application for power systems uti-
lizing the authentication scheme discussed above.

Other SCA schemes
Improved from an initial concept in (Pozzobon et  al., 
2010), Pozzobon et  al. (2014) proposes an SCA scheme 
using an additional signal synchronized to the civilian 
signal. The authenticable signal uses a secret spreading 
code with a Code Shift Keying (CSK) modulation, while 
another secret information is CSK modulated onto the 
secret spreading code. The research called this structure 
the supersonic code. Later Elias Gkougkas et al., (2017a, 
2017b) proposed a similar scheme designed for low-
power authentication to reduce the power splitting in the 
supersonic code.

Gkougkas et  al. (2019) proposed an authentication 
scheme utilizing a new stand-alone signal component 
along with an NMA authenticated GNSS signal. The 
stand-alone authentication signal is equipped with a 
secret and random spreading code synchronized to the 
GNSS signal. Codeless receiving techniques can track the 
stand-alone signal to authenticate the GNSS signal.

Wang et al. (2021) proposed an SCA scheme by modi-
fying the phase of the original constellation points of 
the civilian signal. Since the shift in the phase consists 
of a sequence generated from a cryptosystem, receivers 
can authenticate this sequence through the correlation 
between the received samples and a local replica. In the 
performance analysis, the proposed scheme is similar to 
traditional SCA.

Yuan et al. (2022a) uses the cross-correlation between 
different delays of signal samples instead of local recov-
ered authentication spreading codes. This modifica-
tion avoids the massive storage in typical SCA schemes, 
which significantly reduces the storage. Another scheme 
is also proposed to trade-off the security and the cost by 
authenticating the signal via the fluctuation in correlation 
results (Yuan et  al., 2022b). This scheme randomly flips 
spreading code in the signal to produce a fluctuation in 
the correlation result and encodes the security code into 
this fluctuation for authentication, which also avoids the 
massive storage.

SCA takes full advantage of the high rate of the spread-
ing code of the navigation signal. The high spread spec-
trum code rate makes SCER attacks challenging to 
construct. Furthermore, the authentication receiver can 
receive and authenticate the signal at a higher tempo-
ral resolution. These advantages bring better security to 
SCA. However, the high rate of spread spectrum code 
also requires the receiver to cache the baseband sam-
pling of the navigation signal when performing delayed 
authentication processing. This size of cache places a 
more significant burden on the amount of storage than 
on navigation messages. This makes it difficult for exist-
ing SCA-related authentication methods to be popular-
ized in low-cost, lightweight receivers.

Comprehensively comparing the characteristics of the 
NMA method and the SCA method, it can be found that 
they are suitable for different scenarios. NMA is more 
suitable for the applications which need basic signal secu-
rity requirements but cannot pay more for hardware. For 
example, conventional civilian scenarios such as smart-
phones and the industrial Internet of Things. While SCA 
is more suitable for the applications which require higher 
security and can also pay more hardware costs in receiv-
ers, such as life safety-related services, power grids, and 
other critical infrastructure.

Performance comparison and trends
This section summarizes performance comparisons for 
the reported authentication schemes in Table 2.

It can be seen from Table  2 that the NMA-liked 
schemes have the advantages of good reliability and low 
implementation overhead. However, the message rate 
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limits its security. The SCA-liked schemes are less reli-
able, and the implementation overhead is usually signifi-
cant, but the security against SCER attacks is good.

Almost all the navigation signal authentication 
schemes reported so far use navigation messages or 
spreading codes as the signal elements used for authen-
tication. In addition, navigation signal authentica-
tion usually only authenticates the signal broadcast by 
a single satellite and does not explore the possibility 
of mutual authentication of different satellite signals. 
Therefore, future navigation signal authentication will 
have the following development trends.

Various and multiple elements for authentication
In addition to the navigation message and spreading code, 
the power of the navigation signal, the carrier frequency 
and phase, and even the clock of the navigation signal 
itself are potential elements that can carry authentica-
tion information. Wang et  al. (2021) attempted to carry 
the navigation signal authentication information on the 
carrier phase. However, since the shifted phase will align 
with the spreading code and its synchronization design, it 
can be regarded as spreading code authentication.

Both navigation messages and spreading codes carry-
ing authentication information have certain defects. The 
relatively low symbol rate limits the navigation message 
and makes NMA limited protection against SCER. The 
SCA to the civil navigation signal needs to change the 
spreading code sequence, which will bring an inevitable 
loss of processing C/N0 . Authenticating military signals 
or other cryptographically generated spreading code 
signal branches based on communication links require 
strong data communication support and may not be suit-
able for lightweight pure navigation receivers.

The design of future navigation signal authentication 
schemes can consider using signal elements such as sig-
nal power and carrier frequency to carry the security 
code. Further, like the Chimera scheme, the feasibility of 
multiple signal elements to carry the signal authentica-
tion information cooperatively should also be studied.

Joint authentication of multi‑satellite signals
The navigation signal authentication schemes reported 
so far usually authenticate one satellite signal at a time. 
In future there will be low-orbit navigation constella-
tions composed of massive satellites in service. When the 
number of satellites is large, the scheme of authenticat-
ing one satellite signal at a time will significantly limit the 
efficiency of signal authentication. A possible develop-
ment trend is to verify the authenticity of multiple satel-
lite signals in a single authentication process.

Yuan et  al. (2022a) attempted to authenticate the sig-
nals from two satellites in a single process. The scheme 

is inserting a similar security code to every satellite sig-
nal with a different initial phase. Since cross-correlation 
can extract and detect the security code in any signal, two 
signals involved in the correlation can be authenticated 
simultaneously.

Facing the future massive low-orbit satellite con-
stellation navigation signals, the navigation signal 
authentication scheme that can perform multi-chan-
nel signal authentication simultaneously is a powerful 
tool to improve service efficiency. We can refer to the 
mechanism design of multi-signal cooperative authen-
tication from the aspects of security code mutual infor-
mation, secure multi-party computation, and multi-key 
cryptosystems.

Inherent unpredictability authentication
Most navigation signal authentication schemes discussed 
above require the modification of the entirely predictable 
civilian navigation signal. Some modifications change the 
navigation messages or spreading codes of civilian navi-
gation signals by adding unpredictable information to 
them. Other modifications are to add a security signal 
component along with the civilian navigation signals or 
to use military navigation signals directly for authentica-
tion. So, the authentication can be achieved by exploiting 
the inherent unpredictability of navigation signals.

The non-uniformity of satellite clocks and the jitter 
characteristics of onboard power amplifiers are unpre-
dictable physical characteristics of civil navigation sig-
nals. These features come not only from cryptographic 
calculations but also from the physical properties of the 
satellite itself. Suppose a detector or extractor can be 
designed to detect or extract these features or feature 
pattern. These features are not naturally generated but 
involved in a manual process structure. This category in 
the integration circuit field is called the Physical Unclon-
able Functions (PUF). Not the same as existing anti-
spoofing techniques that detect via naturally generated 
physical observations, these features can also be a physi-
cal unclonable function in signal generation. In that case, 
the navigation signal authentication can be realized with-
out changing the structure of the navigation signal but 
only by updating the satellites themselves.

Conclusion
This paper reviews the signal authentication for civil sat-
ellite navigation services. First, the theory of satellite nav-
igation signal authentication is introduced retrogradely. 
The theoretical framework includes the generation and 
verification of authentication information (i.e., security 
code), the sorting and characteristics of signal elements 
used to carry security codes, and the authentication 



Page 15 of 18Yuan et al. Satellite Navigation             (2023) 4:6  

detection and verification theory of signal elements con-
taining security codes. Then, we introduce the leading 
design and latest development results of the navigation 
signal authentication scheme. Various navigation signal 
authentication schemes, including NMA and SCA, and 
their development are introduced. Finally, a compari-
son of the performance of mainstream navigation signal 
authentication schemes is performed, and three possi-
ble development directions for future navigation signal 
authentication schemes are discussed.
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